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MailMarshal Cloud: Blended Threat Results

MailMarshal Cloud includes an optional Blended Threat validator that performs real-time scanning of
web links (URLs) in email messages to protect against malware-infected sites.

URLs in the message subject and body are updated so that the URL content can be scanned in real
time.

When the user clicks a rewritten URL, the link validator scans the page. If the content is found to be
dangerous the user will see a result similar to the below.
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The URL was determined to be unsafe.

Warning: Deceptive site ahead. Attackers may trick you into doing something dangerous like installing software or
revealing your persenal information (for example, passwords, phone numbers, or credit cards). You can find out more
about social engineering (phishing) at Social Engineering (Phishing and Deceptive Sites) or from www.antiphishing.org

What is this?

Powered by LevelBlue

If the scan does not find any issue with the content, the validator briefly displays a link and caution
text before redirecting the user.

iz Caution: Even if a site is not determined to be a threat, users should always take due
care, particularly if the site requests credentials or personal information.
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The link below was checked and was not identified as a threat. However, you should always be
careful with email links and webpages that ask for credentials or personal information.

You will be redirected automatically.
https:/iwww.levelblue.com

Aduisary provided by Googie

What is this?

Powered by LevelBlue

In some cases the scan notes a page as suspicious, but with lower confidence. In these cases the
validator page presents a warning, but allows click-through to the original site.
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This URL is potentially unsafe.
The URL has been scanned and found to contain some suspicious elements. Be wary of
downloading and installing software, or providing personal information such as passwords, phone
numbers or credit card numbers. If you know and trust the link, you can proceed to the URL below

at your own risk

Proceed to URL

What is this?

Powered by LevelBlue

In very rare cases the service may encounter a problem scanning the content. The user will be
informed of the issue, and that the content could not be checked. The user can click a link on the
validator page to go directly to the original site.
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