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CONFIGURATION GUIDE

Using MailMarshal Cloud
with Exchange Online
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About This Document

This document is for the use of email administrators who are using MailMarshal Cloud to accept and
filter messages from the Internet, and Microsoft Exchange Online to host user mailboxes.

The content has been updated with information about the Entra Connector and Enhanced Filtering.

Note: Microsoft frequently re-organizes the management interfaces. Exact steps may
differ, but the concepts are the same.
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1 MailMarshal Cloud for Anti-Malware with Exchange
Online

In this scenario, the organization hosts user mailboxes on a cloud-based service such as Microsoft
Exchange Online. The organization uses the MailMarshal Cloud service to provide filtering of spam
and malware, and other policy controls for both inbound and outbound messages.
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2 Networking and DNS Setup

1. Configure MX records for all your local domains to point to the MailMarshal Cloud environment.

2. Add the MailMarshal Cloud server to your SPF record as an include. Also include the Office365
SPF record.

Note: The settings depend on the regional instance of MailMarshal Cloud configured for

@ your customer account when provisioned. For details of the configuration data required,
see the details for your instance (US, Australia, or EU linked from the MailMarshal Cloud
Information page.

In most cases MX records are updated when you are ready to direct email into the new
environment (after all other configuration is complete).
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3 Provisioning MailMarshal Cloud

LevelBlue Provisioning or Managed Security Services must configure MailMarshal Cloud to accept
and deliver email for your domains.

1. MailMarshal Cloud will deliver email incoming for your managed domains to the cloud hosting
environment. Provide the delivery details to your service provider.

e For Exchange Online, use the "MX endpoint” of your Exchange Online environment (such as
yourexampledomain-com.mail.protection.outlook.com).

2. MailMarshal Cloud will accept email relaying (messages sent to other domains “from” your
managed domains) based on the configured inbound delivery addresses. For Exchange Online,
to ensure that the relaying addresses are up to date, MailMarshal Cloud will automatically
configure relaying based on the SPF records published by the service.

@ Tip: The default domain in Exchange Online must be a domain configured in MailMarshal
Cloud.
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4 Configuring Exchange Online

You will set up two connectors to route email between MailMarshal Cloud and Exchange Online.

To complete this step, you must have an Office 365 Administrator credential with permission to
create connectors. You may find that the validation process only works with a Microsoft browser.

To create a connector in Office 365:

1. From the Office site, open the app menu and click Admin (If you do not see Admin, click All
apps).
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2. From the Admin left menu, click Exchange to go to the Exchange Admin Center.

Admin centers

@  Security

@ Compliance

Azure Active Directo...

Exchange bd Exchange
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All admin centers

3. Next, expand mail flow, and then click connectors.

4.1 Set up a connector to send outgoing messages through
MailMarshal Cloud

1. To start the Connector wizard, click Add a connector.

2. On the first screen, choose a connector as follows:

Connection from
Office 365
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Connection to
Partner Organization

Click Next.

Add a connector X

@ New connector

O Name New connector

O Use of connector
‘ Specify your mai i

d well let you know if you need to set up a connector.

O Routing
‘ Connection from

offce 365
O securtyretrictons © offe
‘ O Your organizaion's email server

O Validation email O Partner organization

O Review connector Connection to
O Yourorganization's mail server

@ Partner organization

3. On the next screen, give the connector a name and a detailed description. If you want to enable
this routing immediately, check the box Turn it on. Click Next.

Add a connector X

@ New connector

® name Connector name

O Use of connector

ing and security restritions for email messages sent from Office 365
or service provider.

O FRouting

| Name *
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O Validation email Description

O Review connector

What do you want to do after connector is saved?

Tumiton

4. On the following screen (Use of connector), select Only when email messages are sent to these
domains.

In the field, enter * and then click + to add the entry. Click Next.
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5. Onthe next screen (Routing), select Route email through these smart hosts.
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6. Enter the externally resolvable hostname of the MailMarshal Cloud server, then click + to add the
entry. For details of the name required, see the connection details for your instance (US,
Australia, or EU) linked from the MailMarshal Cloud Information page.

Routing

7. On the following screen (Security restrictions), the Always use Transport Layer Security box

should be selected.

8. Ensure that your connector validates. You will need to add a deliverable email address where a
message can be sent for validation. Because this connector is used for all outbound messages,
you can enter any address outside your managed domains.

Tip: The default domain in Exchange Online will be used as the domain of the From
@ address. Be sure that this domain is one of your domains configured in MailMarshal
Cloud. If it is not, the validation email will be rejected with the message 550 Cannot

determine unique tenancy.

If your Exchange Online environment includes domains that are not configured in
MailMarshal Cloud, you must configure a Transport Rule to limit the messages sent

through this connector.

®
3

Validation email

Specify an email address for

Validation email Validate

O0O—0—0—0—0—0—0

9. Save the connector.
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4.2 Set up a connector to accept incoming messages from
MailMarshal Cloud

Note: When you set up a connector as described in this section, Exchange Online will
@ ONLY accept incoming SMTP messages that are sent from the MailMarshal Cloud servers
at the IP addresses you specify. Messages from any other source will be refused.

This connector is required to ensure that malware or spam cannot bypass MailMarshal
Cloud. You should only enable the connect AFTER you have updated MX records and
confirmed email is flowing through MailMarshal Cloud to Exchange Online.

The steps to accept incoming messages are similar to those for outgoing messages.

1. To start the Connector wizard, click Add a connector.

2. On the first screen, choose a connector as follows (note the direction):
Connection from
Partner Organization

Connection to
Office 365

Give the connector a name and verbose description.

On the screen Authenticating sent email, select By verifying that the sender domain matches
one of the following domains.

e Enter * (to signify all domains), and then click + to add the entry.

5. On the Security restrictions screen, keep the entry Reject email messages if they aren’t sent
over TLS. Do not require a subject name on the certificate.

6. Select Reject email messages if they aren’t sent from within this IP address range

e Type or paste each required range and then click + to add it. For details of the ranges
required, see the connection details for your instance (US, Australia, or EU) linked from
the MailMarshal Cloud Information page.

sent from within this IP address range

Repeat until you have added all required ranges for your instance.

8. Save the connector.
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4.3 Set up Connection Filter Exclusions

Exchange Online includes a “connection filtering” function that limits the number of messages
received from each IP address. You must exclude MailMarshal Cloud from this filtering to ensure
that all incoming messages can be delivered.

To set up exclusions:

1. From the Office site, open the app menu and under Admin Centers, click Security (If you do not
see Security, click All apps).

2. Navigate to Policies & Rules > Threat policies > Anti-spam policies. Edit the Connection filter
policy (default).

Microsoft 365 Defender

@ Home Policies & rules > Threat policies > Anti-spam policies
O Incidents & alerts ~

@ Pless: e the 1 from the Anti-spam palicy by
{2 Actions & submissions v Dece

Use this page to configure policies that are included in anti-spam protection. These policies include connection filtering, spam
2 Secure score filtering, and outbound spam filtering. Learn more
£ Trials - Create policy ~ () Refresh 103 selected =
= Email & collaboration ~ Name Status Priority Type
El Anti-spam inbound policy (Def... ® Alnays on Lowest
B: Exchange message trace @ Connection filter policy (Default) ® Alvays an Lowest
BEf Attack simulation training Anti-spam outbound policy (De... ® Alnays on Lowest
35 Policies & rules
k2 Reports
B Audit

[l
‘@ Health
@, Permissions & roles
3

3. On the edit pane, in the Always Allow list, add the IP address ranges for MailMarshal Cloud, as in
the connector setup.
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4. Click Save.

©

The filtering information may appear as below:

“

Back

Always allow messages from the following IP addresses or address range:

Note: Be sure to enter the correct IP ranges to allow inbound for your instance (US,
Australia, or EU) linked from the MailMarshal Cloud Information page.

Connection filter policy (Default)

@ Always on | Prionity Lowest

Always block messages from the following IP addresses or address range:

Turn on safe list

Return to Anti-spam policies. Edit the Anti-spam inbound policy (default).

Scroll down to see the status of the following items. These items must be set to Off. Validation
of these policies is performed by MailMarshal Cloud. Results from Exchange Online will not be
valid and can cause over-blocking of legitimate messages.

a. SPF Record: hard fail

b. Conditional Sender ID filtering: hard fail

B

Anti-spam inbound policy (Default)

® Always on | Priority Lowest

Form tags in HTML

off

Web bugs in HTML

off

Sensitive words

of

o off

o Off

SPF record: hard fail

Conditional Sender ID filtering: hard fail

Backscatter
o off

Test mode action

None

Bulk email spam action

on

International spam - languages

o off

International spam - regions

o off

Edit spam threshold and properties
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7.

If either of the above items is set to On, scroll further and click the link Edit spam threshold and
properties. Set each of the above items to Off, and click Save.

4.4 Set up Enhanced Filtering for Connectors

Exchange Online provides the ability to filter based on the source IP address of a message. For this
feature to be useful with MailMarshal Cloud, you must configure it to skip IP addresses associated
with MailMarshal Cloud.

To set up exclusions:

1. From the Office site, open the app menu and under Admin Centers, click Security (If you do not
see Security, click All apps).

Navigate to Email & Collaboration > Policies & Rules > Threat policies > Enhanced Filtering.

3. On the Enhanced Filtering for Connectors page, select the connector that you set up to accept
incoming messages from MailMarshal Cloud.
4. On the fly-out menu, select “Skip these IP addresses”.

a. Enter each required range for your instance of MailMarshal Cloud. For details of the ranges
required, see the connection details for your instance (US, Australia, or EU) linked from the
MailMarshal Cloud Information page.

i. Type or paste each required range and then press Enter to add it.

b. If you are planning to use the Sandbox feature in MailMarshal Cloud, also enter the following
ranges associated with the Sandbox service:
13.91.203.24/30
52.191.90.76/30
20.31.9.32/31
20.105.76.250/31

5. Choose to test with a subset of users, or keep the default setting “Apply to entire organization”
™LX
Only allow mail from MailMarshal Cloud
O s e i o
(O Automatically detect and skip the last IP address
e s
O Apply to a small set of users
6. Click Save.
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4.5 Set up the MailMarshal Entra Connector

The Entra Connector is a feature of MailMarshal Cloud that allows you to retrieve user groups and
the associate email addresses from Microsoft Entra ID (Azure AD).

Group membership is synchronized hourly.

You can use the imported groups in MailMarshal user matching by adding them to MailMarshal
groups.

To use the Entra Connector:

1. Register an application in Microsoft Entra Admin Center. See MailMarshal Cloud Knowledgebase
article 21218.

2. Enter the details of the Connector in the MailMarshal Console (System Configuration > Entra
Connector Properties).

3. Select groups to import in the MailMarshal Console (Policy Elements > User Groups, Import Entra
Groups).

4. Add the groups to local MailMarshal groups as required, and use these groups in policy user
matching.
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About LevelBlue

LevelBlue reduces risk and builds lasting resilience so organizations can innovate and advance their
mission with confidence. As the world's most analyst-recognized and largest pure-play managed
security services provider, LevelBlue elevates client outcomes that matter: stronger defense, faster
response, and sustained business continuity. LevelBlue combines Al-powered security operations,
advanced threat intelligence, and elite human expertise to provide the most comprehensive portfolio
of strategic advisory, managed security, offensive security, and incident response services.
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