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About This Document 
This document is for the use of email administrators who are using MailMarshal Cloud to accept and 
filter messages from the Internet, and Google G Suite to host user mailboxes.  

The same ideas can be used to configure other cloud-based mailbox hosting solutions. (For 
Exchange Online, see the separate document with detailed instructions.) 
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1 MailMarshal Cloud for Anti-Malware with G Suite 

In this scenario, the organization hosts user mailboxes on a cloud-based service such as Google G 
Suite Email. The organization uses the MailMarshal Cloud service to provide filtering of spam and 
malware, and other policy controls for both inbound and outbound messages.  
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Cloud Mailbox
Hosting Service

User Mailboxes

Connector

Connector

 

2 Networking and DNS Setup 
1. Configure MX records for all your local domains to point to the MailMarshal Cloud environment. 

2. Add the MailMarshal Cloud server to your SPF record.  

 

Note: The settings depend on the regional instance of MailMarshal Cloud configured for 
your customer account when provisioned. For details of the configuration data required, 
see MailMarshal Cloud Knowledgebase article Q21095, MailMarshal Cloud Connection 
Details. 

In most cases MX records are updated when you are ready to direct email into the new 
environment (after all other configuration is complete). 

https://support.levelblue.com/MailMarshalCloud/kb/item.asp?id=21095
https://support.levelblue.com/MailMarshalCloud/kb/item.asp?id=21095
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3 Provisioning MailMarshal Cloud 
Trustwave Provisioning or Managed Security Services must configure MailMarshal Cloud to accept 
and deliver email for your domains. 

1. MailMarshal Cloud will deliver email incoming for your managed domains to the cloud hosting 
environment. Provide the delivery details to Trustwave.  

• For G Suite email, use the list of servers documented as “G Suite MX record values.” At the 
time this document was last reviewed the values were as in the table below. 

 

Destination Server Priority 

ASPMX.L.GOOGLE.COM 1 

ALT1. ASPMX.L.GOOGLE.COM 5 

ALT2. ASPMX.L.GOOGLE.COM 5 

ALT3. ASPMX.L.GOOGLE.COM 10 

ALT4. ASPMX.L.GOOGLE.COM 10 

2. MailMarshal Cloud will accept email relaying (messages sent to other domains “from” your 
managed domains) based on the configured inbound delivery addresses. For G Suite, to ensure 
that the relaying addresses are up to date, Trustwave will also configure relaying based on the 
SPF records published by the service.  
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4 Configuring G Suite Email 
You will set up two gateways to route email between MailMarshal Cloud and G Suite Email. To 
complete this step, you must have an Administrator credential for the service. 

4.1 Set up an Outbound Mail Gateway to deliver outgoing 
messages to MailMarshal Cloud 

1. From the G Suite dashboard, go to Apps > G Suite > Gmail > Advanced settings. 

2. In the Organizations section, highlight the top-level org. 

3. Scroll down to the Outbound gateway section. 

In the Outbound gateway text box, enter the externally resolvable hostname of the MailMarshal 
Cloud server. For details of the configuration data required, see MailMarshal Cloud Knowledgebase 
article Q21095, MailMarshal Cloud Connection Details. 

4. Save your changes. 

4.2 Set up an Inbound Mail Gateway to accept incoming 
messages from MailMarshal Cloud 

1. From the G Suite dashboard, go to Apps > G Suite > Gmail > Advanced settings. 

2. In the Organizations section, highlight your domain (top-level org). 

3. Scroll down to Inbound gateway (you can also enter Inbound gateway in the search field). 

4. Hover the cursor to the right of Inbound gateway. To create a new inbound gateway setting, 
click Configure. To edit an existing setting, click Edit. 

5. Under Gateway IPs, enter the IP address range of the MailMarshal Cloud servers. For details of 
the configuration data required, see MailMarshal Cloud Knowledgebase article Q21095, 
MailMarshal Cloud Connection Details. 

6. Also select Reject all mail not from gateway IPs and Require TLS for connections from the 
email gateways listed above. 

7. Save your changes.

https://support.levelblue.com/MailMarshalCloud/kb/item.asp?id=21095
https://support.levelblue.com/MailMarshalCloud/kb/item.asp?id=21095
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About LevelBlue 
LevelBlue reduces risk and builds lasting resilience so organizations can innovate and advance their 
mission with confidence. As the world’s most analyst-recognized and largest pure-play managed 
security services provider, LevelBlue elevates client outcomes that matter: stronger defense, faster 
response, and sustained business continuity. LevelBlue combines AI-powered security operations, 
advanced threat intelligence, and elite human expertise to provide the most comprehensive portfolio 
of strategic advisory, managed security, offensive security, and incident response services. 

Trademarks 
G Suite is a trademark of Google, Inc. 
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